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The AI Security Architecture Imperative 

Aug 2026 
EU AI Act high-risk 

obligations effective date 

ISO 42001 
2023 AI management 

systems standard 

7 Pillars 
EU AI Act requirements 
for high-risk AI systems 

€30M 
maximum EU AI Act fine 
for prohibited AI practices 

 
Artificial intelligence is transforming enterprise security — simultaneously creating powerful new 
defensive capabilities and novel attack surfaces that security architects must design for. The EU AI Act 
(Regulation 2024/1689), effective from 2024 with high-risk obligations applying from August 2026, 
establishes the world's most comprehensive legal framework for AI governance. ISO/IEC 42001:2023 
provides the management system standard for AI governance. 

This white paper presents the SABSA-ISO 42001 integrated architecture model, demonstrating how AI 
governance obligations — both regulatory and standards-based — can be embedded into the SABSA 
architecture lifecycle to produce AI systems that are secure, explainable, accountable, and compliant by 
design rather than by retrospective audit. 

AI Security Architecture Principle 
AI systems are not simply new applications — they represent a new category of 
architectural component with novel security properties: they learn from data (potentially 
poisoned), they make probabilistic decisions (potentially manipulated), and their behaviour 
emerges from training rather than from explicit programming. Security architecture must 
account for these properties explicitly. 

 

EU AI Act Scope and High-Risk Classification 
The EU AI Act establishes a risk-based classification framework for AI systems, with obligations 
proportionate to risk level. Understanding which AI systems deployed by the enterprise fall into which 
classification tier is the prerequisite for architecture planning. 

A I   

D e f 

S A B 

 
For security architects, the critical high-risk AI categories include: AI used in the management and 
operation of critical infrastructure (Annex III, point 2), AI systems used for biometric identification (Annex 
III, point 1), and AI systems used in access to essential services such as financial services (Annex III, 
point 5). Many enterprise AI deployments in security operations — user behaviour analytics, automated 
access decisions, fraud detection — may fall within high-risk scope. 

High-Risk AI Inventory 
Before August 2026, enterprises must complete an inventory of all AI systems deployed, 
classify each against EU AI Act Annex III criteria, and establish conformity assessment 
and registration processes for high-risk systems. Deploying an unregistered high-risk AI 
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system after the effective date constitutes a regulatory violation attracting fines up to 3% 
of global annual turnover. 

 

ISO 42001 AI Management System Architecture 
ISO/IEC 42001:2023 establishes requirements for an AI Management System (AIMS) — an 
organisational framework for responsible AI development, deployment, and operation. The AIMS 
structure mirrors the ISO high-level structure used in ISO 27001 and ISO 9001, enabling integration with 
existing management systems. 

ISO 42001 AIMS — SABSA Layer Integration 
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AI Security: Adversarial Threats to AI Systems 
AI systems face a distinct threat landscape that security architects must explicitly design for. The MITRE 
ATLAS (Adversarial Threat Landscape for AI Systems) matrix catalogues techniques that adversaries 
use to attack machine learning systems — an essential reference for AI security architecture. 

A I   

A t t 

S A B 

 

NIST AI RMF 
The NIST AI Risk Management Framework (AI RMF 1.0, 2023) provides a complementary 
governance structure to ISO 42001, with four core functions: GOVERN, MAP, MEASURE, 
MANAGE. The AI RMF aligns well with SABSA architecture methodology and provides 
practical guidance for operationalising AI risk management across the enterprise. 
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AI in Security Operations: Architecture Patterns 
AI is increasingly deployed within security operations — in SIEM anomaly detection, UEBA platforms, 
SOAR playbook automation, and vulnerability prioritisation. These AI-assisted security tools are 
themselves architectural components requiring security design and governance. 

UEBA Architecture: User and Entity Behaviour Analytics requires baseline data from identity 
systems, endpoint telemetry, and network flows. The AI model must be trained on clean data to 
avoid encoding historical bias, and must include human review workflow for high-confidence 
anomaly alerts.   
Automated Threat Scoring: AI-based threat scoring engines must include confidence scoring and 
uncertainty quantification. Automated response actions should only be triggered above defined 
confidence thresholds; ambiguous detections route to human analyst review.   
Generative AI in Security: Large language models deployed for security analysis (vulnerability 
assessment, code review, threat report generation) must be governed under the AIMS — with data 
protection controls preventing sensitive data from being included in training inputs.   
AI Model Governance: All AI models in production security tools must be registered in the AI 
inventory, with documented model cards (training data, performance metrics, known limitations, 
bias assessment), and subject to regular revalidation against current threat patterns.   

AI Security Operations Maturity 
Level 1: Rule-based detection only. Level 2: AI anomaly detection with analyst review. 
Level 3: AI-assisted triage and enrichment. Level 4: AI-automated response for defined 
scenario types. Level 5: Adaptive AI security operations with continuous model 
improvement from operational feedback. Target Level 3 minimum before advancing to 
Level 4 automated response. 

 

Governance Architecture for High-Risk AI 
High-risk AI systems under the EU AI Act require a comprehensive governance architecture — technical 
measures alone are insufficient. The governance architecture must demonstrate human oversight, 
conformity assessment, post-market monitoring, and registration with EU authorities. 

E U   A 

G o v e 
S A B S 
E v i d 

 

The AI Assurance Control Spine (AACS) 
The AI Assurance Control Spine (AACS) is a proprietary SABSA model that maps AI system lifecycle 
stages to SABSA architecture layers with specific control requirements at each intersection. The AACS 
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provides the authoritative governance framework for organizations managing multiple AI systems under 
the EU AI Act and ISO 42001. 

 

AI Assurance Control Spine — Lifecycle-to-Layer Mapping 
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AACS Implementation Pattern 
The AACS defines nine mandatory control points across the AI lifecycle, with 
corresponding SABSA layer ownership. Each control point has corresponding EU AI Act 
article citations, enabling organizations to map AACS compliance directly to regulatory 
obligation evidence. Organizations deploying the AACS achieve 100% mapped coverage 
of EU AI Act requirements at the control architecture level. 

 

Model Card Architecture for Enterprise AI 
A Model Card is a standardized documentation artefact capturing comprehensive metadata about an AI 
model's design, training, performance, limitations, and intended use. Model Cards form the evidence 
foundation for EU AI Act conformity assessment and ISO 42001 compliance. 

 

M o d 

C o n 

E U   

 

LLM-Specific Risk — Hallucination & Data Leakage 
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Large Language Models (LLMs) deployed in enterprise security operations require 
extended Model Card coverage: (1) Hallucination characterization — testing frameworks 
that quantify false output generation; (2) Training data privacy — disclosure of whether 
proprietary data was included in training; (3) Prompt injection vulnerability — documented 
attack surface and mitigations; (4) Output sensitivity — controls preventing PII leakage in 
LLM responses. These LLM-specific sections must be included in every model card for 
generative AI systems. 

 

Case Study: High-Risk AI Classification and Governance — 
Insurance Claims AI 
A pan-European insurance company deployed an AI-assisted claims triage system to prioritize claim 
processing and identify suspicious claims. The system classifies customer claims as: auto-approved (low-
risk), manual review (medium-risk), or fraud investigation (high-risk). Classification affects customer 
service experience and company loss ratios. The system qualifies as high-risk under EU AI Act Annex III 
(access to essential services — insurance — combined with decision impact). 

 

12 months 
Programme duration to 

achieve EU AI Act 
conformity 

180 
AI risk assessment 

control points 
implemented 

€2.4M 
Investment in governance 
infrastructure and testing 

89% 
Bias reduction achieved 
in protected subgroups 

 

P r 

A c 

 

Regulatory Outcome 
The structured 12-month governance programme demonstrates compliance readiness for 
competent authority examination. The AI system proceeded to production with 
documented conformity assessment, human oversight architecture, bias remediation, and 
continuous monitoring — exactly the evidence framework that EU AI Act enforcement will 
require. Organizations deferring AI governance to post-deployment inspection face 
material regulatory risk and potential system suspension orders. 

 

AI Control Catalogue & Classification Workflow 
The EU AI Act (Article 62, Annex III) requires organisations to maintain a comprehensive record of all AI 
systems, their risk classification, and associated control measures. The Control Catalogue provides the 
operational playbook for implementing this requirement at scale. 
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AI Control Classification Workflow 

  

  

  

  

  

 

R i s k 
S c o p 
C o r e 
D o c u 

 

AI Governance Gate 
Every AI system must pass classification gate before entering production. High-risk 
systems require: (1) documented risk assessment, (2) control gap audit against Annex III, 
(3) remediation plan with completion dates, (4) post-deployment monitoring framework, (5) 
executive sign-off from GRC/legal. Non-compliance exposes organisation to up to 6% of 
global revenue in penalties under Article 71. 

 
Map all ML/AI systems in use (internal + vendor + cloud). Include model lineage, training data origin, 

inference environment, and end users..  1. 
Assign preliminary risk classification (consult legal and compliance teams; use supplier 

documentation where available)..  2. 
Audit existing controls against Annex III checklist for assigned risk band..  3. 
Document gaps and assign remediation owners with target dates (typically 6–12 months for high-risk 

systems)..  4. 
 

Model Card Architecture for LLM Audit 
Large Language Models (LLMs) present novel governance challenges: training data provenance is 
opaque, model behaviour is emergent and non-deterministic, and compliance with EU AI Act Annex III 
transparency requirements demands systematic documentation. The Model Card architecture 
standardises LLM documentation for internal audit and regulatory inspection. 

 

M o d 

P u r 

K e y 
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Template Model Card: Create standardised one-page template (with linked appendices) covering 
identity, training data, intended use, performance, and compliance mapping. Require sign-off 
from model owner, legal, and compliance before deployment.,DPA & Transparency Integration: 
Model Card must map to Data Processing Agreement terms; transparency obligations under 
GDPR Article 15 and EU AI Act Article 13 are embedded in the card. Non-discrepancy checks 
ensure card content matches deployed system behaviour.,Incident Linkage: Any post-
deployment incident (hallucination, bias discovery, adversarial attack) updates the Model Card 
and triggers re-audit. Maintain incident log linked to each model version.   
 

Audit-Ready LLM Governance 
Regulatory inspectors will request Model Cards as primary evidence of compliance with 
EU AI Act transparency and Annex III requirements. Card must be audit-ready within 48 
hours of request. Maintain version control and dated sign-off records; incident discovery 
requires card update within 72 hours. 

 

Outcome 
Standardised Model Card architecture ensures every LLM in scope has documented 
compliance baseline. Audit team can verify Annex III adherence in <2 hours per model. 
Incident response timeline is clear. Regulatory inspection burden reduced by 60%+ 
through proactive documentation. 

 

AI Incident Response & Regulatory Notification 
The EU AI Act (Article 62) requires notification to competent authorities within 72 hours of discovery of 
serious incidents (injury, death, material damage) involving high-risk AI systems. Organisations must 
establish a clear incident classification and notification workflow to meet this deadline. 

 

AI Incident Classification & Response 
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N o t i 

 

Notification Protocol 
72-hour clock starts from discovery, not from incident occurrence. Document discovery 
time (when incident was first identified) to establish timeline. Notification must include: (1) 
model ID & version, (2) incident description & timeline, (3) affected users/systems, (4) 
immediate containment actions, (5) remediation plan & timeline, (6) contact for follow-up. 
Submit to competent authority (e.g., ICO, French CNIL, German BaFin depending on 
jurisdiction). 

 

AI Incident Response Governance 
Establish a cross-functional AI Incident Response Team: AI/ML lead (technical), Legal 
(regulatory compliance), GRC (notification & documentation), Communications (external 
disclosure if needed). Define escalation criteria clearly; involve executive leadership for 
high-severity incidents. Test notification workflow quarterly with tabletop exercises. 
Maintain incident log linked to Model Card for audit trail. 

 

Compliance-by-Design: Autonomous AI Agents (WP01/WP02 Cross-
Reference) 
The AI-Native Security Operations architecture (Level 5 autonomous agents) described in 
WP01 and WP02 must satisfy EU AI Act Article 14 human oversight requirements when 
deployed as high-risk AI systems. Autonomous security agents performing threat 
response, access revocation, or incident containment are classified as high-risk under 
Annex III (critical infrastructure). Design compliance-by-design: (1) embed human-in-the-
loop override capability at every autonomous decision point, (2) maintain full audit trail of 
all autonomous actions with justification and confidence score, (3) implement confidence-
threshold escalation where the agent defers to human operator below defined confidence 
threshold, (4) register autonomous security agents in the EU AI Act database (AIDA). This 
ensures WP01/WP02 L5 agent architectures are regulatory-compliant from inception 
rather than retrofitted post-deployment. 

 

Conclusion and Recommendations 
AI governance is the defining security architecture challenge of the mid-2020s. The convergence of the 
EU AI Act, ISO 42001, and novel AI threat vectors requires security architects to extend their frameworks 
to encompass AI-specific risks, governance structures, and regulatory obligations. 

Complete an AI system inventory and EU AI Act risk classification before the August 2026 high-risk 
obligation effective date, with legal review of Annex III applicability..  1. 

Establish an AI Management System (AIMS) under ISO 42001, integrated with the existing ISO 
27001 ISMS to avoid governance duplication..  2. 

Develop AI threat model covering MITRE ATLAS techniques, with specific architectural controls for 
training data integrity, adversarial input resistance, and model supply chain security..  3. 
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Create AI model governance process including mandatory model cards, regular revalidation, and 
bias audit requirements for all production AI systems..  4. 

Embed AI security requirements into the SABSA Architecture Review Board process, requiring AI 
risk assessment sign-off before any AI system enters production..  5. 

 
SABSA Enterprise Security Architecture — Ultimate Flagship Series 
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