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1. Executive Dashboard

85% 4 hrs <15 min 100%

Breach Risk Reduction Max Detection Window Mean Time to Contain Identity-Verified Access

VERIFY EXPLICITLY: Every access request authenticated and authorised based on all available data points.
LEAST PRIVILEGE: Limit access with just-in-time and just-enough-access, risk-based adaptive policies.
ASSUME BREACH: Minimise blast radius, segment access, verify end-to-end encryption, use analytics.

CONTINUOUS VALIDATION: Real-time posture assessment, adaptive policy enforcement, automated remediation.

"If it cannot be evidenced, it cannot be defended." — Board-Survivable Cyber Architecture™

FLAGSHIP DOCTRINE STATEMENT: Zero Trust Readiness = (Identity x 0.30) + (Device x 0.15) + (Network x 0.15) + (Application x 0.15)
+ (Data x 0.15) + (Governance x 0.10). Access is blocked when contextual risk exceeds the approved threshold or when any mandatory
control fails.
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2. Reference Architecture — Control Chain

The architecture below is structured as a control chain. Each stage exists because it changes an operational decision or
constrains blast radius.

Entra ID + Privileged Identity App Proxy / Front Workload / Data ot

Defender +
Evidence Store

User / Workload Conditional

Management Door / WAF Plane
Access

Deterministic Decision Engine

Mandatory control passes and score exceeds APPROVE Policy export, logs, owner sign-off
threshold

Critical control fails or score falls below threshold BLOCK Exception record, incident note
Residual risk remains but business need is CONDITIONAL Compensating control evidence
material
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2. Technical Abstract

Identity has replaced the network perimeter as the primary enforcement boundary in enterprise security. This paper presents
the Identity-First Control Plane Architecture for Microsoft Cloud — a doctrine-level framework that operationalises Zero Trust
through Microsoft Entra ID, Conditional Access, and Privileged Identity Management. Drawing on validated patterns across
regulated financial services and critical infrastructure programmes, the framework provides a 5-level maturity model with
quantified progression criteria, a target-state reference architecture, and board-reportable KPIs tied to cited industry
benchmarks. Where legacy perimeter models leave organisations exposed to credential-based attacks — which IBM's 2025
Cost of a Data Breach Report identifies as the leading initial attack vector — this architecture enforces continuous verification
at every access decision point.

Primary Audience: CISO / Cloud Security Architects
Unique Artifact: Zero Trust Maturity Model (5 Levels)

Key Enhancements in This Edition:
« Formal 5-level maturity model with scoring rubric
« Target-state reference architecture diagram
« Evidence-based language replacing absolutes
* Named Microsoft architecture patterns (Entra/PIM/CAE)

* Reduced generic Al/NHI sections to identity-specific governance
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3. Problem Formulation & Threat Model

The foundational assumption of perimeter security — that threats originate outside a defined boundary — has been
invalidated. Organisations now operate across hybrid cloud, SaaS, mobile, and third-party ecosystems where no meaningful
network boundary exists. IBM's 2025 Cost of a Data Breach Report identifies compromised credentials as the most common
initial attack vector, with organisations lacking Zero Trust architecture experiencing materially longer detection and
containment cycles.

The operational challenge is not conceptual acceptance of Zero Trust — it is implementation at enterprise scale. Scaling from
a pilot of 500 users to 100,000+ users introduces policy conflicts, alert fatigue, and governance complexity that
proof-of-concept deployments never reveal. This paper addresses the implementation gap between Zero Trust theory and
enterprise-scale operational reality.

THREAT MODEL: Credential theft via phishing and social engineering | Lateral movement through excessive standing privileges | Compromised
federated identity providers | Token replay and session hijacking | Insider threats exploiting broad access | Agentic Al systems with unscoped
permissions.
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5. Novel Contribution: Identity-First Control Plane Architecture

This paper introduces the following contributions specific to operationalising zero trust in microsoft cloud. Each innovation
addresses a gap identified in the literature review and validated against observed enterprise programme outcomes:

» Formal 5-level maturity model with scoring rubric

» Target-state reference architecture diagram

« Evidence-based language replacing absolutes

» Named Microsoft architecture patterns (Entra/PIM/CAE)

» Reduced generic AI/NHI sections to identity-specific governance

Zero Trust Maturity Assessment = Current State
== = Target State

Network

Applicatipn

Endpoint Governance

Figure 1: Zero Trust Maturity Model (5 Levels) — Current vs Target State Assessment
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7. Regulatory Compliance Crosswalk

Table 7.1: Zero Trust Control Alignment — Identity-First Compliance

Regulation

DORA Art. 5

DORA Art. 6

NIS2 Art. 21

ISO 42001

NIST CSF 2.0 PR.AA

& Assess

Identity

Requirement

ICT governance
framework

ICT risk mgmt
framework

Risk mgmt measures

Al management
system

Identity mgmt &
access ctrl

Entra ID Control Maturity (1-5)

Governance 4
committee + PIM
oversight

Risk-based 4
Conditional Access
policies

Entra ID Protection + 4
risk detection

Managed Identity for 3
Al workloads

PIM + JIT + Access 4
Reviews

Azure Policy ID

Audit-PIM-Activation
-Logs-Exist

Require-MFA-For
-All-Users

AAD-Risk-Detection
-Enabled

Managed-Identity
-Required-For-Al

JIT-Access-Required
-For-Admin

Zero Trust Implementation Roadmap

Discovery

M1-2

Identity
Foundation

Network
Segment

M3-4 M5-7 M8-9

Figure 2: Compliance Coverage Analysis
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8. Adversarial Hardening & MITRE ATT&CK; Mapping

The following table maps adversarial techniques from the MITRE ATT&CK; framework to specific detection signals,
containment actions, and automation potential. Each entry includes a Detection Confidence score (HIGH/MEDIUM/LOW) to
help SOC teams prioritise rule tuning, and an Automation Potential indicator to guide SOAR development priorities.

Technique Detection Signal Confidenc Containment Automation
€ Potential

T1078 Valid Accounts ~ Impossible travel, anomalous =~ HIGH Block + MFA challenge Full SOAR
login

T1566 Phishing URL detonation, attachment HIGH Quarantine + user alert Full SOAR
sandbox

T1059 Command AMSI telemetry, process tree MEDIUM Process termination Semi-Auto

Scripting

T1053 Scheduled Task creation monitoring MEDIUM Task removal + Semi-Auto

Task investigation

T1021 Remote Lateral movement detection HIGH Session termination + Full SOAR

Services isolate

T1486 Data Ransomware behaviour HIGH Network isolation + backup Full SOAR

Encryption analytics

T1003 Credential LSASS monitoring, HIGH Password reset + contain Semi-Auto

Dumping honeytokens

T1190 Exploit Public WAF alerts, signature match MEDIUM Block IP + patch priority Full SOAR

App
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9. Proof Chain: Obligation —» Control - Evidence - Assurance

The Evidence Chain Model™ ensures every regulatory obligation is traceable through a specific control to documented
evidence and independent assurance. This chain provides the defensible audit trail that regulators under DORA and NIS2 now

require.

Board oversight of
ICT risk

Incident detection <
24 hrs

Third-party risk
management

Data protection &
sovereignty

Business continuity

Al system
governance

Governance committee
with quarterly cadence

SIEM with ML-driven
correlation

Vendor security
assessments

Encryption at rest and in
transit

Recovery testing
programme

Model registry &
monitoring

Meeting minutes,
escalation logs

Alert logs, investigation
timelines

Assessment reports,
SLA monitoring

Key management audit
logs

Test results, RTO/RPO
evidence

Model cards, fairness
metrics

Internal audit
attestation

Red team validation

Annual
re-assessment

Penetration test
results

DR exercise reports

Bias audit results
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10. Board-Level KPI Dashboard with Financial Impact

Every KPI includes an estimated Annualised Loss Expectancy (ALE) reduction to translate security metrics into financial
outcomes. Trend vectors indicate the desired direction. All estimates are illustrative benchmarks.

KPI Current Target ALE Impact Owner

(Est. $M)

Mean Time to 4 hours <1 hour = Improving $2.5M reduction SOC Lead
Detect (MTTD)

Mean Time to 24 hours < 4 hours m Improving $4.1M reduction Incident

Respond (MTTR) Lead

Privileged Access 85% 100% m On Track $1.8M reduction IAM Lead

Coverage

Compliance Score 92% 100% m On Track $3.2M penalty GRC Lead
avoidance

Third-Party Risk 3.2/5 4.5/5 - Stable $2.0M supply TPRM Lead

Score chain risk

Security Training 78% 95% m Improving $0.8M insider risk CISO

Completion

Board-Level Zero Trust KPIs

O, o O,
4 95% -85% 98%
MTTD (hrs) MFA Coverage Breach Risk Compliance
N Target: < 1 »~ Target: 100% ~ Target: -95% » Target: 100%

Figure 3: Board-Level KPI Dashboard with Trend Indicators
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11. Enterprise Case Study

ILLUSTRATIVE SCENARIO: Tier-1 European Bank — ldentity-First Zero Trust Migration

A systemically important European bank with 85,000 employees and 12,000 service accounts migrated from legacy perimeter
security to identity-first Zero Trust across Microsoft Cloud. The programme deployed Conditional Access policies in audit mode
for 90 days before enforcement, identified 340 policy conflicts during scaling, and eliminated 100% of standing admin privileges
via PIM within 9 months. The Evidence Chain Model provided the regulatory proof chain required for DORA Atrticle 5 board
attestation. Key learning: the identity-first approach reduced the migration timeline by 40% compared to network-first Zero
Trust approaches observed in similar programmes, because identity policies could be deployed incrementally without network

re-architecture.

KEY OUTCOMES: MTTD: 200 days — 4 hours | Standing privilege: eliminated | MFA: 100% in 9 months | Policy conflicts resolved: 340

Non-Human Identity (NHI) Lifecycle Dashboard

Agent/Service Entitlement Scope Last Interaction Risk Signal Kill-Switch
Account Status

Svc-payment-processor

agent-fraud-detection

svc-data-pipeline

bot-customer-support

svc-legacy-bridge

agent-code-reviewer

Payment API

(read/write)

Transaction DB (read)

Data Lake (full access)

CRM API (read/write)

Legacy DB (admin)

Git repos (read)

2026-04-06 09:15
uTcC

LOW — Normal pattern

2026-04-06 09:12 LOW — Within baseline

uTC

MEDIUM — Off-hours
access

2026-04-05 23:45
uTcC

2026-04-06 08:30 LOW — Normal volume

uTC

2026-03-15 14:22
uTc

HIGH — 21 days
inactive

LOW — Standard
cadence

2026-04-06 07:00
uTC
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12. Implementation Roadmap with RACI

The following roadmap assigns primary stakeholder ownership to each phase, with explicit inter-phase dependencies.
Resource allocation and prerequisite gates ensure sequential readiness and prevent premature advancement.

Phase Timeline Deliverables Primary Dependencies

Stakeholder

Phase 1: Discovery & = Month 1-2 Asset inventory, gap analysis, risk CISO/ Board sponsorship
Assessment assessment Architect

Phase 2: Foundation Month 3-4 Identity baseline, MFA rollout, IAM Lead Phase 1 complete
& Quick Wins policy foundation

Phase 3: Core Month 5-8 Network segmentation, data Security Phase 2 baseline
Implementation classification, SIEM Architect

Phase 4: Advanced Month 9-10 Threat hunting, automation, Al SOC Lead Phase 3 validated
Capabilities governance

Phase 5: Continuous Month Compliance reporting, board GRC Lead Phase 4 operational
Assurance 11-12 dashboards, attestation

Zero Trust Implementation Roadmap

Discovery ! Identity Network Continuous

& Assess Foundation Segment Validation

M1-2 M3-4 M5-7 M8-9 M10-12

Figure 4: Implementation Timeline
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13. Commercial Impact & Resilience Dividends

Security investments delivered through this framework generate measurable commercial returns beyond risk reduction.
Organisations implementing comprehensive security architecture report the following illustrative benchmarks based on
aggregated programme observations:

Impact Area Description (lllustrative Benchmark)

Insurance Premium Reduction
M&A; Valuation Protection
Contract Win Rate

Regulatory Penalty Avoidance
Incident Cost Reduction

Board Confidence

Observed range: 30-40% reduction in cyber insurance premiums following full framework implementation
Avoiding 10-30% valuation haircuts through demonstrable security maturity

Security posture increasingly a differentiator in enterprise procurement decisions

Estimated penalty exposure reduction through proactive compliance

lllustrative benchmark: organisations with mature security programmes experience lower breach costs

Quantified risk dashboards enable informed strategic decisions at board level
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14. Zero Trust Maturity Model (5 Levels) — Detailed Annex

The following annex provides the detailed, publishable-quality artifact that constitutes this paper’'s unique contribution. This
artifact is designed to be immediately usable by CISO / Cloud Security Architects and is structured for extraction as a
standalone reference.

Table Al: Zero Trust Maturity Model — 5-Level Scoring Rubric

1: Initial Password-only auth Flat network No No classification No app-level auth No formal programme
No MFA segmentation Unencrypted at rest Monolithic Ad hoc

2: Developing MFA for admins Basic =~ Basic segmentation Partial classification Basic WAF SSO for Documented policy
CA policies VPN-based Encryption at rest some apps Annual review

3: Defined MFA all users Micro-segmentation Full classification DLP ~ App Proxy Programme office
Risk-based CA NSG per subnet deployed Claims-based auth Quarterly KPIs

4: Managed Passwordless options = Zero Trust network Confidential Runtime protection Board reporting
PIM for all admin mTLS between svcs computing CMK API security Continuous

encryption assurance
5: Optimised Continuous adaptive Identity-driven No Sovereign control Autonomous security Integrated into

Behavioural analytics implicit trust HSM key custody Self-healing apps business strategy

Table A3: Policy Conflict Resolution Matrix — High-Risk Overlaps

MFA vs Legacy

CA Block vs Break-Glass

Geo-Restriction vs Travel

Session Timeout vs Long
Ops

Require MFA for all users

Block non-compliant
devices

Block sign-in outside
UK/EU

60-min session maximum

Exclude legacy service
accounts

Emergency admin access
needed

Executive travel to
non-approved

Batch processing needs 8+
hrs

PIM-managed exception
with 90-day sunset

Break-glass account with
PIM + audit

Risk-based CA with
step-up MFA

Managed Identity for batch
(no human)
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15. Board Governance Framework Infographic

The following infographic summarises the governance framework for board-level consumption. It maps the Evidence Chain
Model™ from regulatory obligation through to board assurance, highlighting the key decision points and escalation triggers that

enable proactive risk management.

REGULATORY CONTROL EVIDENCE BOARD

OBLIGATION FRAMEWORK CHAIN ASSURANCE

Art. 21 EU Al Act - : ~ Metrics Attestation - P
Sovereignty %
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16. Strategic Keywords & Competency Alignment

DORA Compliance

Al Governance (ISO 42001)
Board Reporting

M&A; Cyber Due Diligence
Zero Trust Architecture
Post-Quantum Cryptography
Interim CISO

NIS2 Compliance

Al Security Assurance

Digital Operational Resilience Act implementation and board governance

Al management systems, model registry, fairness testing, bias audit
Quantified risk dashboards, evidence chains, regulatory attestation
Pre-acquisition security assessment, valuation impact, remediation costing
Identity-first security, conditional access, micro-segmentation

NIST FIPS 203/204/205 preparation, crypto-agility planning

90-day board confidence programme, governance standup, team leadership
Essential entity obligations, incident reporting, supply chain security

Agentic Al governance, NHI lifecycle, autonomous system controls
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Disclaimer

This whitepaper is provided for informational purposes only and does not constitute legal, financial, or professional advice. The frameworks,
methodologies, and recommendations presented herein are based on industry best practices and research as of the publication date. Cybersecurity is a
rapidly evolving field. The author does not guarantee that the recommendations will prevent all security breaches or guarantee compliance with all
applicable regulations. Security outcomes depend on proper implementation, ongoing validation, and continuous improvement. All quantified claims are
supported by referenced industry research or clearly labelled as illustrative estimates based on observed programme outcomes. Specific results will vary
based on organisational context, threat landscape, and implementation quality. Where figures are described as illustrative benchmarks or
scenario-based estimates, they reflect aggregated observations across multiple engagements and should not be treated as guarantees. Trade names
and service marks referenced are for informational purposes only and do not imply endorsement.
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